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Abstract:
In this rapidly growing age of technology, democratic and secular nations confront many
challenges surrounding digital data, technological algorithms, e-governance, and the
evolving online public sphere. This research paper undertakes a comparative study of
different models of secularism, like laïcité-French model, principled distance approach-
Indian model, separationism-American model, and how these foundational models fit into this
new regime of technologies. The paper will further delve into the theoretical lineage of
modern privacy law with secular-liberal thought, focusing on Warren-Brandeis ' idea for the
concretization of privacy as an individual right. Taking this thought further, this paper will
analyze why religious identity is sensitive information that leads to bias and other challenges
of discrimination. This research compares the guidelines of different global regimes, like the
General Data Protection Regulation (GDPR, 2016), the Digital Personal Data Protection Act
2023 (DPDP Act), and the Digital Service Act (DSA). This paper reveals how each legal
system incorporates its secular commitments with evolving technologies. By examining these
new developments against growing digital world challenges like AI Surveillance, targeted
Profiling, biasness, lack of transparency and accountability, the paper advocates the
reassessments of these secular governance models. Looking ahead of time, the research
believes that secularism functions as an invisible force, but regulatory systems show us who it
is favoring in terms of surveillance, censorship, algorithm bias, and transparency, and there
is a need for a comprehensive framework that can harmonize technological advancement with
upholding constitutional values.
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Introduction

With the incorporation of AI in almost all disciplines, society has transformed from what it
looked like years ago. Similarly, this introduction has also changed the way data is being
regulated by the government, how online ecosystems are being managed, and their interaction
with citizens. With the introduction of AI in governance, this discipline has also significantly
evolved from what it looked like years ago. It has led to the automation of a lot of mundane
tasks and has helped people give appropriate words to their thoughts. AI chatbots have also
served as a legal tool for laypeople by addressing their legal doubts and issues. Several
countries have now started adopting these technologies for speedy resolution of disputes and
for improving accountability and efficiency of public institutions, and at the same time,
enhancing access to justice.
Building on this, this integration is happening at a time when democratic principles are under
threat, public lacks trust in government functioning. In all, this raises doubts on factors like
ethical and legal considerations, which also impact society. Among these foundations,
secularism, which is traditionally understood as a concept for keeping state and religion in
different spheres, plays an increasingly invisible yet decisive role in shaping digital personal
data protection regimes. Whether in assessing what constitutes sensitive personal data or
setting limitations on state surveillance, or limiting the boundaries of permissible profiling of
individuals, a secular perspective gives shape to the architecture of modern data governance.
There is a lack of clarity as to how secularism is linked to technologies and how it is shaping
the regulations and formulation of data protection (Müller, 2020). The two terms secularism
and technology do not collide with each other, but the perspectives on privacy and secularism
can significantly shape the legal mechanism of data protection guidelines and ensure privacy
is kept as an important element. In pluralistic societies where religious identity forms a
significant axis of vulnerability in digital spaces like sensitive personal data, we need to make
these two work together to formulate better guidelines.
The two concepts, digital governance and secularism, together define how societies are
shaped, and citizens interact with each other along with the state. On one hand, digital
governance helps in including transparency, removing bias, and including governance; on the
other hand, secularism in India is followed by principled distance theory, i.e., keeping state
and religion separate to promote neutrality in public policy (Linkov et al., 2018; Barocas et al.,
2019). When these concepts interact with each other, it promotes transparency, accountability,
and access to justice.
Expanding on this, the research article will explore how secularism, digital personal data, and
the digital age conflicts interact. It contrasts the models of secularism and analyzes the
various modern protection systems such as GDPR, DPDP Act, and many others. The paper
will also delve into and discuss the negative effects of the impact of AI on the neutrality of
states.
Besides constitutional consequences, modern data protection regulations are increasingly
placing high legal burdens upon individual companies, digital platforms, and technology
providers that gather, handle, and analyse personal information. Companies working in the
virtual world should abide by the rules and regulations established by the government, like the
General Data Protection Regulation (gdpr), the Digital Personal Data Protection Act (DPDP
Act 2023), and the new AI regulation. These legislations provide compliance obligations with
regard to the control of consent, transparency, accountability of algorithms, as well as
safeguarding sensitive personal information. In its turn, the meaning of the intersection of
secular constitutional principles and digital governance also has a direct effect on the legal
compliance of corporations, risk management, and platform accountability of the digital
economy.

Theoretical Foundations: Secularism, Privacy, and Digital Data Protection
Rethinking the role of secularism in the digital data protection sphere, examining how modern
privacy norms originated from secular philosophies. Although two very different areas,
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religion and data, may seem unrelated, the concept of privacy and protection of the same has
a strong foundation in secular concepts. This concept of privacy was born with the
introduction of ‘right to privacy’ by Warren and Brandeis in 1890 (Warren & Brandeis, 1890),
which was later affirmed by Griswold V. Connecticut ruling. Similarly, many judgements in
India affirms the same stance in Gobind V. State of Madhya Pradesh (1975), Kharak singh V.
State of Uttar Pradesh (1963) and later Supreme court of India in a landmark judgement of
Justice K.S. Puttaswamy (Retd) V. Union of India (2018) case unanimously recognized the
constitution recognized the right to privacy as an intrinsic part of the fundamental rights and
is covered under Article 21.
DPDP Act 2023 brought a transformation in terms of privacy and data framework in India.
This act puts an individual at the center of law, protecting individuals’ personal data by
embedding principles like informed consent, the right to be forgotten, and minimization of
data. On one hand, it gives autonomy to individuals and puts the responsibility on the other
hand on data fiduciaries and processors, to keep a check on data protection and other
compliance mechanisms (Bekkum & Borgesius, 2022). The Act also created the Data
Protection Board of India as a governing central body that will monitor and enforce
accountability.
These regulatory frameworks also have compliance obligations to the corporate entities that
are considered data fiduciaries or data processors in the view of business law. The use of
religious identifiers, which could produce discriminatory results, is prohibited by law, and
technology companies, social media, and digital service providers have to introduce measures
that will ensure that sensitive personal information is not abused. Non-compliance with such
obligations could lead to regulatory fines, reputational risks, and civil liability, and thus, data
governance and algorithmic responsibility are an important part of corporate legal compliance.
Religious identity of an individual is a sensitive piece of information under various
jurisdictions, including the DPDP Act of India, the GDPR of the European Union, and the
privacy laws of the US (Bekkum and Borgesius, 2022). This fact shows a secular
constitutional safeguarding and adherence to equality and non-discrimination, as well. The
reason for employing this is so that this religiously sensitive information is not utilized to treat,
exclude, or harm any of the groups unfairly (Petrolini et al., 2022). This categorization of the
religious information as sensitive information is a direct development of a secular value that
can be outlined in contemporary constitutional democracies (Cabañas et al., 2018).
AI-driven surveillance and profiling systems can trace one’s religion by digital trace,
biometric data, social media apps, even when that individual wants to keep it private. This can
create new problems for minorities, who are being targeted or monitored by states or private
entities, undermining the secular Principles guaranteed under the constitution (He, 2024).
Despite states’ claiming to be neutral and secular, AI systems can lead to bias when the data
is limited, or the data feeder is regulated in such a manner that it is against a particular group.
This can further lead to algorithm profiling that inappropriately impacts marginalized groups
(Ferrer et al., 2021). The research paper also points out that privacy and data protection laws
alone are not sufficient to reduce biasness discrimination; there is a more intersectional
approach that needs to be developed to equip states to exclude bias and promote equality
(Mann & Matzner, 2019). Secularism aspires natural society, but AI Surveillance can
reinforce preferences- be it of the state or society. These guises can be in the form of public
order, security, and harmony (Sajir, 2023). In some contexts, surveillance is used to determine
what constitutes ' legitimate’ or ‘acceptable’ norms (Aizenberg, E & Van Den Hoven, 2020).
These actions sometimes lead to social exclusion or discrimination, which undermines the
fundamental principles mentioned in constitution of India (Mukherjee, 2025).

Comparative Models of Secularism and Digital Governance Framework
Comparative models of secularism and digital governance can be linked by examining how
constitutional principles regulating religion shape the design, content, and institutional logics
of digital state infrastructures. Political secularism, either in the form of separationism (as in
hard non-establishment) or in the form of principled distance (whereby states engage with
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religious communities selectively according to circumstances), establishes a normative
standard of what is perceived as neutrality, equality, and non-discrimination in the context of
state-building and regulation of digital platforms. Digital governance in the context of
separationism would be characterized by apathetic user interfaces, unspecialized users, and
homogeneous service norms, and would strive to be as unaware as possible of religious
identities in e-government portals, data models, and algorithmic decision-making (Modood
and Sealy, 2022). In contrast, in accommodative or principled distance models, online digital
systems can also be designed to identify and even distinguish religious communities, such as
by supporting multiple religious calendars, or more broadly by offering online grievance and
family law services and by formally consulting with religious organizations via participatory
online platforms. These variations are overlapping with larger digital governance structures,
including both information-centric broadcasting portals, interactive and participatory
architectures, since the choice of which data is gathered, how types of identity are coded, and
stakeholders are invited to participate in digital policy processes are all mediated by a
historically-grounded settlement between religion and political power in any given state. A
comparative analytical scheme can thus cross-tabulate forms of secularism and forms of
digital governance to anticipate and assess forms of inclusion, bias, contestation, and
legitimacy, and note, as an example, how an assertive secular regime might support strong
content regulation of online religious expression, whilst pluralist regimes might support
strong protection of group representation and accommodation in online public services.
In addition to shaping state digital infrastructures, these governance frameworks also
influence the regulatory environment for private technology companies and digital platforms
that collect and process large volumes of user data. Businesses operating online increasingly
act as intermediaries managing digital identities, algorithmic recommendation systems, and
data-driven services. As a result, regulatory regimes such as GDPR and emerging AI
governance frameworks impose legal obligations on corporate actors to ensure transparency,
accountability, and non-discrimination in automated decision-making systems. Ensuring that
corporate algorithmic systems do not reproduce religious or social bias has therefore become
a key concern in contemporary digital governance. The differences between Western
separationist secularism and the Indian principled distance model can be understood across
several legal and institutional dimensions, including the legal stance on religion, state–
religion interaction, and focus of protection, as illustrated in Table 1.

Table 1: Comparative Dimensions of Western Separationist and Indian Principled
Distance Models of Secularism

Dimension Western separationist model Indian principled distance model

Legal stance
on religion

Strong non-establishment,
minimal state support to

religion.​

No state religion, but selective
support and regulation of multiple

religions.​
State–religion
interaction

Preference for non-interference
and arm’s- length relations.​

Context-specific engagement and
reform of religious practices.​

Focus of
protection

Individual rights of conscience
and worship.​

Group rights plus individual rights in
a multi-religious society.​

Role in
national
identity

Religion is often privatized in
official identity narratives.​

Religious diversity is integrated into
the national identity discourse.​

This is how algorithmic systems can undermine neutrality principles, like the US
Government’s acquisition and usage of Muslim Pro Prayer-app data by USSOCOM, which
illustrates a complete breach of state neutrality, as a religious minority digital faith was
directly subjected to surveillance (Alrawi, 2024). The research also revealed a significant
level of discomfort and a change in behavior among 57% of users, which provoked chilling
effects; another feature that highlights the fact that religious freedoms can be suppressed
through algorithm profiling (Zuboff, 2019). Lastly, the nervousness of the fact that advanced
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predictive analytics are employed to monitor or reason religious behaviour echoes the larger
danger of algorithms infiltrating the normal religious existence and making it security-
relevant information, and in that way breaching the secular principle of not meddling in any
of the religions.
Considering such developments, there exists an increasing necessity of having certain solid
legal and ethical standards to protect religious rights in this digital age. The study emphasizes
the significance of data transparency in the collection and usage process. Secondly, guidelines
on the accountability mechanism should also be made and implemented to keep the
government and private organizations responsible for the misuse or discrimination of the data.
Third, defining more accommodating frameworks to reflect the religious views of different
groups of persons in the digital data policies (Corrêa et al., 2022). These actions are meant not
only to ensure the safety of religious freedom but also to ensure that digital surveillance does
not develop into a means of religious discrimination or regulation.
The development of key data protection systems in the various jurisdictions shows how the
law has eventually recognized changes in digital governance. Key developments are
summarized in Table 2.

Table 2: Evolution of Data Protection and Digital Governance Frameworks Across
Jurisdictions

Year Development in laws Region/Nation
1970-2000 Early privacy/data laws US, Europe

2016 onwards GDPR adoption European Union
2023 DPDP Act India

2024-2025 Evolving dualism in privacy
laws

China

Table 3: Comparative Analysis of Secularism Models and Associated Digital
Governance Outcomes

Model Secularism approach outcome Social conflict
risk

The US model of
strict separation

Strict separation, there
is a wall between state

and religion

Strong protection of
privacy, but no
comprehensive
national data law.

From low to
moderate conflict

risk

Laïcité model of
France

Strict ban on any
religious symbol in
the public sphere

Strong neutrality in
public space and no
comprehensive data

collection

From medium to
high conflicts, like
the Hijab or Niqab

controversy

Indian principled
distance model

The state engages
with religion for

reforms.

The DPDP Act allows
welfare targeting, but
it also creates the risk

of profiling.

From medium to
high levels of

engagement with
religious function

by the state.

European Union’s
pluralistic secularism

Diverse secular
traditions across
different member

states.

GDPR classifies
religion as a special
category of data. The
EU has strong AI and
platform regulations
(AI Act, DSA)

Low to strong
anti-discrimination
and full digital
governance.

Different secularism models influence digital governance approaches and may produce
varying levels of social conflict risk when implemented within technological infrastructures.
A comparative overview is presented in Table 3.
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Sensitive Personal Data and Secular Constitutionalism
There are many legal frameworks that show that the right to privacy, the right to information,
and the right to the protection of personal data are a deeper commitment of constitutional
secularism and the new privacy laws like DPDP Act, GDPR, and U.S Civil rights-based
privacy rules. The definition of religious data as “sensitive personal data” needs to be
protected as the need for equal treatment, state neutrality, and laws against discrimination are
base of constitutional and privacy laws (Quinn, 2020). In many frameworks, religion is
specified to be the highest level of protection, as there has been a long history of misuse of the
same by all nations. Secular constitutionalism recognises religious affiliation as a risk that
carries many stigmas like targeted monitoring, bias, intrusion by state agencies, especially in
multilayered, multidimensional, and multireligious societies (Gstrein & Beaulieu, 2022). By
conceptualizing these religious data in these technologies, these nations aim to prevent overt
discriminatory practices as well as subtle algorithmic harms that might replicate historical
prejudice or generate new forms of profiling in this AI world.
The basic structure doctrine, devised by the SC of India, constitutes a part of the basic
structure of our constitution and thus requires even stronger safeguards to ensure that no
community is affected due to underlying religious identity (Kesavananda Bharati v. State of
Kerala, 1973). This religious identity is often accompanied by factors, such as class, caste,
language, and religion, often leading to compounded vulnerabilities that can further be
exacerbated by intrusive surveillance or unchecked data processing. In data protection laws
like DPDP for India, it is broader in sense than GDPR, special preferences are to be given to
rights like equality, equal treatment to all citizens, no discrimination on bases od caste,
religion, etc., and giving its due to privacy, i.e., Article 14, 15, and 21. This will result in a
digital system foundation that will prevent social inequalities, which is also a constitutional
responsibility of any law formulated in the nation. When analysis of data is done by
identification of names, addresses, activities on online platforms of the comments, likes, etc.,
and other similar markers, by using AI, it creates a mapping for disclosed or inferred religious
data, which leads to making these constitutional safeguards all the more important than ever.
Based on this discussion, it can be concluded that religion can be termed as sensitive data, but
as our constitution entails, secularism needs to be upheld, and new technologies should align
with these standards of norms and ethics (Mann et al., 2018).

AI Surveillance, Algorithmic Profiling and the Crisis of Secular Neutrality
Artificial intelligence, an increasingly used tool for searches, sorting, and analysing data, has
the potential to exacerbate surveillance and profiling for both government and private players.
This has become one of the challenges for secular constitutionalism as the state has to protect
an individual against any biasness either from humans or AI-based (Papakostas, 2025). In the
digital era, algorithms are more and more capable of making religious identity assumptions
based on indirect clues, e.g., names, eating habits, the use of prayer apps, moving around
during festivals, and social-network affiliations. These conclusions are frequently made
without permission, and any state or private platform may build an invisible religious profile,
which consequently may influence policing, welfare targeting, or platform modulation. The
examples of the U.S. military buying Muslim Pro data, the historical misclassification of
ethnic minorities by facial recognition predictors, and the Aadhaar-based welfare
discrimination reveal that even the most neutral technologies may have an unequal influence
on certain religious groups. These practices corrupt secular neutrality through engraining the
already existing social bias into automated decision-making systems and, as a result, making
surveillance appear objective but reproducing discriminative patterns (Afroogh et al., 2024).
On top of state surveillance, privately employed technology firms that write and implement
artificial intelligence systems are also under growing legal pressure. When algorithmic
models are used to achieve specific advertising, predictive analytics, content moderation, or
recommendation services, businesses that use these algorithms may create discriminatory
results unintentionally in situations where biased data sets are used or where the decision-
making process is not transparent. As a result, the regulatory discussions in places like the
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European Union are increasingly focusing on corporate responsibility and transparency in
algorithms and compulsory impact analysis of high-risk AI systems used by companies and
online services.
India, in its constitution, has placed secularism as part of the basic structure of the constitution.
The theory of “basic structure” contemplates that there are certain features of the constitution
which form its core and cannot be amended so as to become redundant. These principles
represent the soul of the constitution (S. R. Bommai v. Union of India, 1994). The
introduction of AI-based technologies with coding embedded with pre-existing social biases
into automated decision-making technologies raises fundamental questions with respect to
principles such as Equality (“Article 14”), Principle of Non-Discrimination (“Article 15”),
and right to privacy and dignity (“Article 21”). AI-enabled technologies, which have an
opaque decision-making process or which are manufactured without any fairness safeguards,
have the potential to disproportionately affect minority groups by subjecting them to greater
scrutiny, predictive policing, moderation of content, or digital exclusion (Constitution of India,
1950a; 1950b, 1950c). This problem is further heightened by the “black box” decision-
making process of AI-based technologies, which makes it harder to determine the reasons
behind a particular decision taken by these technologies and makes it difficult for individuals
impacted by such decisions to understand, contest, or challenge religiously skewed decisions
(Mann & Matzner, 2019). This leads to a slow yet “unnoticed erosion” of the basic principles
of the Constitution. Secularism is meant to play a balancing function in society through fir
segregation of the government and religion, which is further disrupted by AI through
amplification of hate speech, accelerating communal polarization in society, and influencing
online visibility or excessively censoring a particular community online. This integration of
AI surveillance and profiling of people on religious grounds signals an incoming crisis of
secular neutrality, where the communities are being watched, flagged, or marginalized based
on technological infrastructure prevalent rather than on the basis of state policies defined in
that respect. Thus, this poses a grave threat to the promise of secularism enumerated in the
Constitution.

Conclusion
The paper concludes that the DPDP Act’2023 is a landmark in the course of protecting
privacy and requiring a secular digital ecosystem. Paper makes sure that true neutrality must
be not only slightly fixed with technical tools but also a strong legal, ethical, and social
protection of secularism, and encourages equality in the era of AI. The AI systems are not
technologically neutral and instead actively replicate and strengthen the existing social
hierarchies in terms of caste, gender, class, and religion because they are designed based on
biased data and opaque design decisions. It brings about a grave constitutional issue in India,
though Articles 14, 15, and 21 stipulate equality, non-discrimination, and informational
privacy; modern frameworks such as the DPDP Act, 2023, do not focus on algorithmic bias,
impose fairness, explainability, or human control. The experience of the EU AI Act, US
algorithmic accountability controversies, and the control-based model of China demonstrate
that rights-based, risk-based regulation, mandatory impact evaluations, and rigorous
enforcement are currently becoming new international standards. In the case of India, the
article suggests that it is not possible to protect the data, but an extensive AI law, an
autonomous AI control agency, mandatory bias assessment, and Algorithmic Impact
Assessment of the risky systems (welfare, policing, hiring, credit) should be performed,
human-in-the-loop defense, and transparent algorithms in government affairs are required.
Finally, the legal responsibility of AI is a constitutional requirement and privacy, autonomy,
and equality should be maintained. If left unregulated, algorithmic governance will quietly
erode secular–democratic commitments to equality, dignity, and non-discrimination,
especially for already marginalized groups, so in order to safeguard it, we need to reevaluate
both AI and societal structures and uphold all fundamental principles. Regarding business law,
the given developments highlight the increasing importance of corporate regulatory
compliance in online spaces. The companies that manipulate personal data have to enact
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governance concerns, including algorithmic audits, data protection impact assessment, as well
as AI compliance frameworks that would guarantee transparency, accountability, and legal
compliance.
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